Phish Alert Button

This article gives details of a change to your email set-up which will shortly apply to everyone within MVDC. Please take 5 minutes to read this email and watch the associated video.

Background 

The Council uses the KnowBe4 platform for our cyber security training and testing. We send out fake phishing emails to all staff each month, to test and sharpen their cyber security awareness.
  
KnowBe4 has introduced the Phish Alert Button (PAB) to Microsoft Outlook to aid us with this. 

What is it? 

The PAB is an add-in to the Outlook email client that gives you the ability to report suspicious emails. It allows everyone to take an active role in managing the problem of phishing and other types of malicious emails. 

Why should you use it? 

Using this reporting button alleviates the need to log a call or forward the email to the ICT Service Desk. The reported message can be a simulated phishing test (from KnowBe4) or a possible real cyber-attack, you will receive instant feedback when reporting the email with this button.
 
Only real phishing emails will be passed on to the ICT Service Desk, so that we can analyse them. It allows us to see actual phishing attacks that are making it through our security. 
Fake phishing emails from KnowBe4 will not be forwarded – instead, you will be told that you have correctly identified the test email.  

Importantly, using the Phish Alert Button will also avoid you triggering unnecessary additional training. This can happen when reporting these emails as phishing using the Microsoft ‘Report as Phishing’ button as it is believing (incorrectly) that you have clicked on the fake link. (Microsoft actually open the forwarded email on your behalf which triggers the training) 

How does the PAB work? 

It’s easier to show you. Please follow this link to watch a 3 minute training video about the PAB on the KnowBe4 platform 
 
How to use the PAB 

There are two sets of instructions here, one for using the Outlook Desktop Application (typically from your MVDC laptop) and one if you sign on via Microsoft 365 (which can be done from you MVDC laptop, and also from any other internet-connected browser)
    

A. If you use the Outlook Desktop Application
A.1) The PAB add-in will appear at the top of your Outlook client.
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To report an email as a phishing email using the button at the top of the screen: 

1. Click the Phish Alert button while the email is open. 
1. A prompt will ask you if you want to report the email as a phishing email. Click Yes to report the email, or click No to not report the email. 
  


A.2) The PAB will also appear as a clickable Phish Alert tab in any opened email.
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To report an email as a phishing email using the Phish Alert tab within the email: 

1. Click the Phish Alert tab to open a drop-down screen. 
1. A prompt will ask you if you want to report the email as a phishing email. Click the Phish Alert button to report the email. 
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B. If you use the web version of Outlook
 
The PAB icon will appear in the drop-down menu of an open email. 
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To report an email as a phishing email:
 
1. Click the PAB icon. 
1. A sidebar prompt will ask you if you are sure you want to report the email as a phishing email. Click the Phish Alert button to report the email. 
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Can I use the PAB for Spam? 

We advise that you continue to report Spam (junk) emails using the Microsoft built in button in both Outlook Desktop App and web version of Outlook.  
This alerts Microsoft to the email and allows them to adjust and enhance their spam filters globally.  
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As usual, should you have any issues or questions please do not hesitate to contact us via the Service Desk portal on Molly. 
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